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ABSTRACT: Cloud Computing is becoming the heart or the central theme for all sort of 

computing. Cloud is a remote place, at which user can upload data, can download data, can do 

processing of data, etc. Cloud provides space, computing power, platform and many more 

services on rent. This paper presents a brief introduction to the concept of clouds & its services. 

This paper also presents the issues related to the security of data in cloud environment. A few 

modern attribute based encryption models for the data security have been discussed. 

1. Introduction 

Now a days, cloud computing is the heart 

favorite topic to many researchers. It will become 

more popular in coming years as the reach of internet 

is increasing day by day.  

Cloud computing has three basic models, which 

are Platform as a Service (PaaS), Infrastructure or 

Hardware as a Service (IaaS/Haas), Software as a 

Service (SaaS). 

 

Figure 1: Cloud Architecture 

The Main advantages of cloud computing are: 

low cost, improved performance, infinite storage 

space etc. 

Load balancing in cloud computing systems is 

really a challenge now. A distributed solution is 

required. As it is not always practically feasible or 

cost efficient to maintain one or more idle services 

just as to fulfill the required demands. All jobs can’t 

be assigned to appropriate servers and clients 

individually for efficient load balancing as cloud is a 

very complex structure and components are present 

throughout a wide spread area. 

The cloud computing holds the promise of 

providing computing as the fifth utility [1] after the 

other four utilities water, gas, electricity, and 

telephone. The major benefits of cloud computing 

include reduced costs and capital expenditures, the 

increased operational efficiencies, high scalability, 

flexibility and so on. There are many  service-

oriented cloud computing models have been 

proposed. It includes Infrastructure as a Service 

(IaaS), Platform as a Service (PaaS) and Software as 

a Service (SaaS).  
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Figure2: Cloud computing Environment [10] 

Some of the Cloud Computing features & 

Advantages are:  

A. Availability and Accessibility: CSP are 

answerable for the accessibility of information and 

services to their clients, for this CSP has service 

groups which are skill in overseeing cloud 

frameworks and gives accessibility constantly. As 

this cloud machines are gotten to by means of 

Internet however it could be gotten too universally.  

B. Maintenance: Services and assets are on rental 

premise client requiring not stressing over support of 

software as it is completely overseen by CSP. Client 

just need to utilize it however in the event that one 

who are utilizing framework or stage than upkeep of 

security and API is client's worries and all other sort 

of support work is under CSP.  

C. Scalability: Services and assets of Cloud 

computing are given by CSP on rental premise. 

Clients or Organization use service as indicated by 

their requests around then, however in the event that 

after at some point or in future on the off chance that 

they need to build their assets than they can 

undoubtedly do it by request more assets to CSP.  

D. Easy to access: To get to cloud services one 

needn't bother with additional equipment. To get to 

Cloud services one just need a PC and program 

introduced on and high velocity web association. It's 

like deal with Web Servers. E. High Processing 

Power: For individual it is extremely troublesome to 

utilize such framework that have transforming force 

like super machine, yet Cloud is comprises number of 

high power machines which all things considered 

gives framework like super workstation. 

Disadvantages of Cloud Computing  

1. Security: When a cloud computing service, 

you are essentially handing over their data to a third 

party is used. The fact that the entity and users 

worldwide are accessing the same server can cause a 

security problem. Companies that handle sensitive 

information may be particularly concerned about the 

use of cloud computing such as data, possibly, could 

be harmed by viruses and other malware. That said, 

some servers like Google Cloud Connect come with 

customizable spam filtering, email encryption, and 

implementing SSL for secure HTTPS access, among 

other security measures.  

2. Privacy: Cloud computing comes with the risk 

that unauthorized users from accessing your 

information. To protect against this happening, cloud 

computing services offer password protection and 

operating in secure encryption technology with data 

servers.  

3. Loss of control: Cloud computing entities 

control users. This includes not only the amount you 

have to pay to use the service, but also what kind of 

information can be stored, where you can access it 

from, and many other factors. You depend on the 

provider updates and backups. If for some reason 

your server goes down, you run the risk of losing all 

your information.  

4. Internet Reliance: While the Internet is 

becoming ever more widespread, it is not yet 

available everywhere. If the area you are in does not 

have Internet 38 access, you will not be able to open 

any of the documents you have stored in the cloud. 

2. Literature Survey 

Sahai and Waters [2] first introduced the public-

key cryptography attribute based encryption (ABE) 

for cryptographically enforced access control. In 

ABE both the user secret key and the ciphertext are 

associated with a set of attributes. A user is able to 

decrypt the ciphertext if and only if at least a 

threshold number of attributes overlap between the 

ciphertext and user secret key. Diff erent from 

traditional publickey cryptography such as Identity-
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Based Encryption [3], ABE is intended for one-

tomany encryption in which ciphertexts are not 

necessarily encrypted to one particular user. In Sahai 

and Waters ABE scheme, the threshold semantics are 

not very expressive to be used for designing more 

general access control system. To enable more 

general access control, Goyal et al. [4,5] proposed a 

key-policy attribute-based encryption (KP-ABE) 

scheme – a variant of ABE. The idea of a KP-ABE 

scheme is as follows: the ciphertext is associated with 

a set of attributes and each user secret key is 

embedded with an access structure which can be any 

monotonic tree access structure. A user is able to 

decrypt a ciphertext if and only if the ciphertext 

attributes satisfy the access structure embedded in her 

secret key. In the same work, Goyal et al. introduced 

the concept of another variant of ABE – ciphertext 

policy attribute-based encryption (CP-ABE). CP-

ABE works in the reverse way of KP-ABE in the 

sense that in CP-ABE the ciphertext is associated 

with an access structure and each user secret key is 

embedded with a set of attributes. Formally, KP-ABE 

and CP-ABE can be defined as follows. 

Key-Policy Attribute-Based Encryption A KP-

ABE scheme consists of the following four 

algorithms. 

Setup This algorithm takes as input a security 

parameter. And returns the public key as well as a 

system master secret key.  Is used by message 

senders for encryption. Is used to generate user secret 

keys and is known only to the authority. 

Encryption This algorithm takes a message, the 

public key, and a set of attributes as input. It outputs 

the ciphertext . 

Key Generation This algorithm takes as input 

an access structure and the master secret key. It 

outputs a secret key that enables the user to decrypt a 

message encrypted under a set of attributes if and 

only if matches. 

Decryption It takes as input the user’s secret key 

for access structure and the ciphertext, which was 

encrypted under the attribute set. This algorithm 

outputs the message if and only if the attribute set 

satisfies the user’s access structure. 

Ciphertext-Policy Attribute-Based Encryption A 

CP-ABE scheme also consists of four algorithms: 

Setup This algorithm takes as input a security 

parameter. And returns the public key as well as a 

system master secret key.  Is used by message 

senders for encryption.  Is used to generate user 

secret keys and is known only to the authority. 

Encrypt This algorithm takes as input the public 

parameter, a message, and an access structure. It 

outputs the cihphertext . 

KeyGen This algorithm takes as input a set of 

attributes associated with the user and the master 

secret key. It outputs a secret key that enables the 

user to decrypt a message encrypted under an access 

structure if and only if matches. 

Decrypt This algorithm takes as input the 

ciphertext and a secret key for an attributes set. It 

returns the message if and only if satisfies the access 

structure associated with the ciphertext . 

In ABE, including KP-ABE and CP-ABE, the 

authority runs the algorithm Setup and Key 

Generation to generate system, and user secret keys. 

Any user knowing the system public key is able to 

encrypt data by calling the algorithm Encryption. 

Only authorized users (i.e., users with intended 

access structures) are able to decrypt by calling the 

algorithm Decryption. In this dissertation, we just 

consider the case of one-writer-and-multiple-reader 

in untrusted storage for brevity. The only writer is the 

data owner, who also acts as the authority and is in 

charge of key generation. This means that the data 

owner takes the role of both the authority and the 

encryptor. In the following part of this dissertation, 

we will alternative call this party by “authority” or 

“data owner”. The decryptor will be called as “data 

consumer”, or just “user” for brevity. 

3. Conclusion 

Cloud is mostly used for storing data & 

processing the data. Many organizations have critical 

data, which is required to be kept confidential from 

the outside world. So the security of data is a burning 

issue in cloud environment. In this paper, the security 

issues have been discussed. A good number of 

existing cloud security model have also been 

reviewed. 
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