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Abstract: The data security and network security is a crucial domain of research and development. 

Everyday a new kind of security loophole is appeared and their solution is required to obtain. On the other 

hand the computing changes their face and at the same ways the attackers and intruders are also aware 

about the traditional security techniques. Thus new kind of security is required to find that are not 

accurately from the traditional backgrounds. In this presented work the cloud storage solutions are 

investigated in detail and observed for improving the data management the cloud service providers are 

outsource their data to other data centers. Thus the privacy and confidentiality is a concern for the end 

client and the service providers. Therefore most of the data centers are utilizes the cryptographic solution 

for securing the data on storage. But the traditional cryptographic models are computationally cost 

effective, produce additional storage overheads, and also generate the week cipher for storage. Therefore 

the proposed work introduces a new DNA computing based cryptographic technique. That scheme first 

utilizes the MD5 hash generation technique to create a dynamic mapping table for data encoding and 

decoding. On the other hand for improving the complexity of cipher text the technique implements the 

genetic algorithm based crossover operation. Finally for more security only a single part of original cipher 

is transmitted to the receiver end. The proposed working model is developed with the help of JAVA 

technology. Additionally for providing the effectiveness of the implemented approach the server response 

time, encryption and decryption time, memory consumption is estimated. All the measured performance 

factors are found optimum for adopting the cryptographic solution.   
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1.  INTRODUCTION 

In last some recent years the use of internet is increases due 

to awareness of technology and their need in daily routine 

applications i.e. internet banking, email messages and others. 

Therefore for providing the reliable services various service 

providers are utilizing the cloud infrastructure and their 

services to serve their clients better. The cloud infrastructure 

allows the service provider to promises their clients to 

provide the scalable storage and computing services. Thus a 

significant amount of crowed is attracted in this domain of 

computation and storage. But the client always worried about 

the data confidentiality and their sensitivity. Therefore a 

number of research efforts are placed on the cloud security 

and trust managements. 
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In this presented work the cloud data center security and 

their cryptographic solutions are investigated in detail. That 

observed from various research sources the data on cloud is 

unsecured during transmission, access, sharing, and storage 

in third party (outsourcing). Therefore the different 

cryptographic approaches are applied for securing the data 

during these events. By the inspiration of these approaches a 

new cryptographic approach is proposed using DNA 

computing technique. The proposed DNA computing based 

cryptography is promises to provide efficient cipher 

generation in complex manner. That also designed for 

reducing the amount of cipher size to produce less storage 

overhead and the time overhead for computing and 

cryptography. Thus the proposed cryptographic technique is 

secured and efficient for utilizing with the cloud 

infrastructure. 

The given section provides the basic overview of the 

proposed work. In the further section the key methodology 

and the proposed cryptographic solution is presented. 

Additionally the performed experiments and the performance 

are also reported in the paper. 

2. PROPOSED SYSTEM 

Cloud computing is one of the most popular web technology 

now in these days. In this technology the service providers 

are offers the computational and storages and other resources 

as services. Therefore these services are scalable and help for 

different needs of application development and deployments. 

In this presented work the cloud computing is studied. 

During study that is found for scaling the services and for 

reducing the overhead of data and data management they 

follow the concept of data outsourcing. In the concept of data 

outsourcing the cloud service providers are host the client 

data on third party data centers. on the other hand due to this 

end client or data owner is worried about the data sensitivity 

and their privacy concern associated with the data. Therefore 

the concept of cryptographic cloud is adopted for improving 

the security and privacy concerns in the data hosting in third 

party cloud data centers. 

In order to secure the data and their privacy concern in 

cryptographic cloud a number of cryptographic solutions are 

available classically. But these cryptographic techniques are 

not much suitable due to their high time and computational 

complexity. Therefore in this presented work a lightweight 

cryptographic approach is proposed using the DNA 

computing technology. Additionally for generating the more 

complex cipher the dynamic mapping table is proposed for 

implementation. The proposed cryptographic technique also 

involves the genetic cross over technique for improving the 

complexity of cipher.The proposed methodology for secure 

data hosting and transfer among the two communicating 

party is given using the figure 1. 

 

Fig.1 Proposed security aspect  

In the given diagram the cloud server is service provider 

system which interacted with the clients and also sometimes 

with the different data centers. In order to preserve 

information of the third party servers the cryptographic 

solution is required. Additionally to secure the 

communication between client and server due to the network 

influenced attacks and unsecured public network that also 

required a cryptographic solution. Therefore a new 

cryptographic solution is required which is efficient and 

generated complex cipher transmission of data. 

The proposed secure cryptographic solution is a 

combination of Morden and traditional cryptographic 

approach. Therefore it includes the concept of MD5 hash 

generation technique, DNA cryptography basics, and genetic 

algorithm based cross over to secure the data in suspected 

environment. The encryption and decryption process is 

summarized in this section using two phases’ encryption and 

decryption.  

 

Table 1: Encryption technique 

Input: Original Text T, elitism e  

Output: Cipher Text C 

Process 

1. D = read_Data_ASCII(T); 

2. H = Covert_Binary_Hex(D) 

3. 𝐾𝑒𝑦128 = Generate_Hash_MD5(H) 

4. 𝐻𝐾32= Covert_Binary_Hex(𝐾𝑒𝑦128 ) 

5. 𝑇𝐵 = 𝑔𝑒𝑛𝑟𝑎𝑡𝑒𝐸𝑛𝑐𝑜𝑑𝑖𝑛𝑔𝑇𝑎𝑏𝑙𝑒(𝐻𝐾32) 
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6.  𝑆1 , 𝑆2 = 𝑠𝑝𝑙𝑖𝑡𝐷𝑎𝑡𝑎(𝐻, 2) 
7. compute Cross over point using  

𝑛𝑐 =  𝛼 − 𝑁𝑒 /2 

8. crossover the strings 𝑆1  𝑎𝑛𝑑 𝑆2 

9. 𝐸𝑆1= Encode_Data(𝑆1, TB) 

10. 𝐸𝑆2= Encode_Data(𝑆2, TB) 

11. 𝐵𝑆1= Convert_Data_Hex_Binary(𝐸𝑆1) 

12. 𝐵𝑆2= Convert_Data_Hex_Binary(𝐸𝑆2) 

13. 𝑋𝑑𝑎𝑡𝑎 = XOR(𝐵𝑆1,𝐵𝑆2) 

14. 𝐶 = 𝐶𝑜𝑚𝑏𝑖𝑛𝑒(𝑋𝑑𝑎𝑡𝑎 , 𝐵𝑆2 , 𝛼, 𝑒, 𝑇𝐵) 

15. return C 

 

The above given table 1 provides the summarized steps 

of the encryption algorithm for generating cipher text to be 

send in unsecured network. At the end of receiver how the 

original data is recovered is given using table 2. 

 

Table 2:Decryption technique 

Input: Cipher text C 

Output: Original text  

Process: 

1. [𝑋𝑑𝑎𝑡𝑎 , 𝐵𝑆2 , 𝛼, 𝑒, 𝑇𝐵] = Re_Genrate(C) 

2. 𝐵𝑆1= XOR(𝐵𝑆2,𝑋𝑑𝑎𝑡𝑎 ) 

3. 𝐸𝑆1= Convert_Data _Binary_Hex(𝐵𝑆1) 

4. 𝐸𝑆2= Convert_Data _Binary_Hex(𝐵𝑆2) 

5. 𝑆1= Decode_Data(𝐸𝑆1, TB) 

6. 𝑆2= Decode_Data(𝐸𝑆2, TB) 

7. crossover the strings 𝑆1  𝑎𝑛𝑑 𝑆2 

8. H= 𝐶𝑜𝑚𝑏𝑖𝑛𝑒𝐷𝑎𝑡𝑎 𝑆1 , 𝑆2  
9. D = Covert_Hex_Binary (H) 

10. T = write_ASCII_Data(D); 

11. return T 

 

The given table 2 shows the decryption process of the 

given encryption technique of data encryption using the three 

different concepts i.e. MD5 hash generation technique, DNA 

computing and the genetic algorithm. The proposed 

technique is promising for improving the cipher complexity 

and reduction of the computational cost. 

3. RESULT ANALYSIS 

The given section provides the performance analysis of the 

proposed cryptographic cloud concept and the different 

evaluated performance factors are described as: 

A. Server response time 

The amount of time required to execute the user request for 

generating the response form the server is termed here as the 

server response time. The computed server response time for 

different activities is given using figure 2. 

 

Fig.2 Server response time 

In this diagram the X axis contains the different experimental 

observations with the system and the Y axis shows the 

amount of time required for finding the response from the 

server. The different observations are shows the fluctuating 

time for processing a user request. The noticed fluctuation in 

the response time is causes by the request load on the cloud 

server thus as the work load on the server is increases the 

amount of response time is also increases in the similar 

manner. Thus the response time is adoptable for use with the 

different security applications for the cloud.  

B. Encryption time 

The amount of time required to encrypt the given input file is 

termed here as the encryption time. The encryption time of 

the proposed system with increasing amount of file size is 

given using figure 3. 
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Fig.3 Encryption time 

In this diagram the different experimental observations are 

made with increasing amount of file size in terms of KB 

which is reported using the X axis of diagram. Additionally 

the corresponding amount of time for encrypting the file is 

given using Y axis. According to the obtained results the 

time for encryption is increases as the amount of data is 

increases.  

C. Decryption time 

The amount of time required to decrypt or recover the 

original data from the encrypted data is known as the 

decryption time. The decryption time with the same amount 

of file size is approximated and reported using the figure 4.  

 

Fig.4 Decryption time 

In this diagram the X axis contains the increasing amount of 

files size in terms of KB (kilobytes) additionally the Y axis 

contains the amount of time consumed in terms of 

milliseconds. The obtained results show the encryption time 

is higher than the decryption time in all the observation. 

Additionally that demonstrates the similar behaviour as the 

encryption process. Thus the decryption time of the system is 

increases as the amount of data increases. 

D. Memory consumption  

The amount of main memory required executing the file 

encryption and decryption is known as memory consumption 

or the space complexity. The memory consumption of the 

proposed system during encryption and decryption is given 

using figure 5. In this diagram the encryption process’s 

memory consumption is demonstrated using the blue line and 

decryption process is given using red line. For demonstrating 

the performance of the system X axis contains the amount of 

files in terms of KB (kilobytes) and the Y axis contain the 

relevant memory size consumed for processing of the input 

files. According to the obtained results the decryption phase 

of the system consumes less amount of memory as compared 

to encryption. But the amount of memory consumption is 

increases for both the processes as the amount of data to be 

process is increases.  
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Fig. 5 Memory consumption 

E. Space overhead 

The amount of additional storage space required when the 

data is encrypted form their original size is termed as the 

space overhead. In other words the increment on size of the 

original text files after encryption of data is termed as the 

storage overhead. That can be computed using the following 

formula: 

𝑠𝑝𝑎𝑐𝑒 𝑜𝑣𝑒𝑟𝑕𝑒𝑎𝑑 = 𝑓𝑖𝑙𝑒 𝑠𝑖𝑧𝑒 𝑎𝑓𝑡𝑒𝑟 𝑒𝑛𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛
− 𝑓𝑖𝑙𝑒 𝑠𝑖𝑧𝑒 𝑏𝑒𝑓𝑜𝑟𝑒 𝑒𝑛𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛 

The performance of the proposed cryptographic system in 

terms of space overhead is given using figure 6. In this 

diagram the different amount or size of original text files are 

reported on X axis and the Y axis reports the space overhead 

of the encrypted file. In the experimental results that are 

observed the small amount of file size are increases when the 

file is transformed into encrypted format but that is also 

increases in similar ratio as the amount of file is increases. 

Therefore the proposed technique is adoptable for less space 

overhead and efficient data processing. 

 

Fig. 6 Space overhead 

 

4. CONCLUSION 

The main aim of the proposed study is investigate about 

the cloud and their security issues when the data is placed in 

it. Therefore a cryptographic data model is developed using 

the DNA based computing and their performance is also 

evaluated on different performance parameters. According to 

the observations and the experimentations the facts are 

concluded and the reported in this chapter. Additionally the 

future extension of the work is also provided in this chapter. 

A. Conclusion 

The cloud computing is respectively new domain of 

research and development. A number of new directions are 

appeared due to introduction of this technology. The 

technology offers to use the services and different resources 

remotely on the basis of pay per use. Additionally that 

technology enables us to work in scalable computing 

performance and storage resources. Therefore a number of 

new generation applications are designed for cloud based 

services. The cloud service providers are utilizes the data out 

sourcing for providing scalable storage solutions to their 

clients. Thus the issue of data security and privacy is major 

area of concern in the cloud environment. 

In this presented work the cryptographic cloud and their 

security issues are investigated. In this context the available 

cryptographic solutions are not suitable due to higher 
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computational overhead and the storage overheads. Therefore 

a new kind of cryptographic solution is required to minimize 

the computational cost as well storage of cryptographic data. 

in order to resolve the addressed issue a new DNA 

computing and genetic computing based cryptographic 

solution is proposed. That technique provides the hybrid 

manner of computing and security to make the cipher text 

more complex and reduces the size of generated cipher text. 

The proposed technique is different from the existing DNA 

based encryption technique because according to the data the 

mapping table is constructed which is not similar to other 

mapping tables. That is generated according to the data using 

MD5 hash generation algorithm. In addition of that for 

encryption the genetic algorithm based crossover technique is 

also incorporated for finding the appropriate complexity in 

the cipher text. 

The proposed genetic algorithm based DNA 

cryptography is implemented using the JAVA technology. 

Additionally after implementation the performance is 

analysed in terms of server response time, encryption and 

decryption time complexity, space complexity and space 

overhead. The performance summaries of the implemented 

system in terms of the given parameters are reported using 

table 3.  

Table 3: Performance summary 

S

. No. 

Parameters  Remark  

1 Server 

response time  

The server response 

time is not fluctuating much 

with the amount of data that 

is equivalent to number of 

request appeared to the 

server 

2 Encryption 

time  

The time of encryption 

is increases or decreases 

according to the amount of 

data provided for encryption  

3 Decryption 

time  

The decryption time is 

less than the encryption time 

additionally that is increases 

and decrease with the 

amount of data  

4 Memory 

usages 

The memory 

consumption is also 

fluctuating with the amount 

of data provided for 

encryption or decryption  

5 Space 

overhead  

Not producing higher 

space overhead but increases 

in similar ratio as the amount 

of data input ratio is 

increases or decreases  

According to the obtained results and performance 

analysis the proposed cryptographic technique is efficient and 

consuming less computational resources. Additionally that is 

also able to provide more complex cipher as compared to 

traditional cryptographic technique. 

B. Future work 

The proposed work is indented to find a lightweight 

cryptographic technique which used with the cloud 

environment to generate strong cipher with less 

computational complexity. The required cryptographic 

technique is implemented and evaluated successfully. During 

experimentation that is find efficient and effective therefore 

the following future extension is can be feasible for future 

work. 

1. In place of MD5 the SHA1 can also be used for 

generating the mapping table 

2. That is secure and efficient thus that can also be used with 

the banking security and access control methodologies. 
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