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Executive Summary: Searchable encryption (SE) allows keyword search over encrypted data stored on 
untrusted cloud servers, enabling confidentiality and utility simultaneously for web applications that 

outsource their databases. This report reviews core SE models, surveys recent schemes and performance 

results, and outlines a practical architecture and experiment design suitable for implementation in real web 

applications, with a focus on searchable symmetric encryption (SSE) for cloud databases.[1][2]  

Recent work highlights a central tension: fully hiding search and access patterns without sacrificing 

efficiency remains impossible with current techniques, so practical systems must carefully balance leakage, 

performance, and complexity. State‑of‑ the‑art SSE schemes improve locality and dynamic updates, 

achieving substantial performance gains on large datasets, but still leak access patterns and often require 

non‑trivial changes to application logic and indexing.[3][4][5][6][^1]  

For a realistic academic project, the most feasible path is to design and implement an SSE‑based secure 

search layer in front of a cloud database (e.g., MySQL or PostgreSQL on AWS/RDS) for a web application, 

measure latency and throughput using real or benchmark text datasets, and analyze security–performance 

trade‑offs against a baseline of plaintext search and simpler encryption schemes. This report provides the 

conceptual background, references, and example result tables that such a paper should contain.[7][8][^3]. 
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1.  BACKGROUND AND PROBLEM 

STATEMENT 

Cloud‑hosted web applications frequently store sensitive 

data such as personal records, financial data, or health 

information in managed database services, making 

encryption essential to protect confidentiality against 

compromised servers or honest‑but‑curious cloud providers. 

Conventional disk‑level or column‑level encryption protects 

data at rest but breaks server ‑ side search and filtering, 

forcing applications to either keep decryption keys on the 

server or download large encrypted datasets for client‑side 

filtering, both of which are inefficient or insecure.[
9][

2][
7][

1] 

Searchable encryption addresses this challenge by 

allowing a client to upload encrypted documents together 

with encrypted indexes and later issue encrypted queries 

(trapdoors) that the server can use to locate matching 

ciphertexts without learning their plaintext contents. The 

main research problem is to design and implement SE 

schemes for cloud databases used by web applications that 

offer acceptable search performance while minimizing 

leakage of queries, access patterns, and document 

contents.[
2][

1]. 

 

1.1. Types of Searchable Encryption 

 

Searchable encryption schemes are commonly divided 

into symmetric searchable encryption (SSE) and asymmetric 

(public‑key) searchable encryption (PEKS/ASE), each with 

different trade‑offs for web applications.[
5][

2] 
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SSE uses a shared secret key held by the data owner or 

application backend, supports efficient keyword search using 

encrypted inverted indexes, and is typically more practical 

for single‑owner cloud applications, whereas ASE allows 

anyone with a public key to encrypt searchable data but tends 

to be less efficient and is used in multi‑sender scenarios.[
1][

2] 

1.2. Core Algorithms and Leakage 

 

Most SE schemes can be described via four algorithms: 

KeyGen, BuildIndex, Trapdoor, and Search, which together 

define how keys are generated, how encrypted indexes are 

created, how queries are encoded, and how the server 

performs search over ciphertext. Due to lower bounds and 

impossibility results, practical schemes inevitably leak some 

information such as search patterns (whether two queries are 

equal) and access patterns (which encrypted records match 

which queries), making leakage profiling and leakage‑abuse 

attacks a major focus of modern SE research.[
10][

6][
2][

5] 

 

1.3. Dynamic and Conjunctive Search 

 

Early SSE schemes were static, supporting only a fixed 

collection of documents, but cloud databases used by web 

applications require dynamic searchable encryption that 

allows insertions, deletions, and updates while preserving 

security guarantees. Modern dynamic SSE (DSSE) 

constructions support update and search operations, and some 

recent work extends these to efficient conjunctive queries 

(multiple keywords) and richer query types such as range and 

similarity search.[
4][

6][^5] 

 

2. LITERATURE REVIEW 

 2.1. Foundational and Survey Works 

 

Foundational works on SSE and PEKS introduced the 

basic cryptographic models and security notions, and 

subsequent papers refined adversarial models to consider 

adaptive queries and leakage‑aware security definitions. A 

comprehensive survey on protected search and searchable 

encryption by Dowsley and co‑authors categorizes schemes 

according to their security, leakage profiles, and performance 

characteristics, and provides extensive experimental 

comparisons on multiple datasets.[
6][

10] 

The survey emphasizes three main themes for current 

research: balancing efficiency and strong adaptive security in 

SSE, understanding and mitigating leakage‑abuse attacks, 

and extending SE to support similarity and semantic search 

while preserving privacy. These themes are directly relevant 

to cloud databases, where large‑scale, user‑driven workloads 

interact with untrusted servers that can log and analyze 

queries over long periods.[
10][

6] 

 

2.2. Recent SSE Performance Improvements 

 

Recent work has focused on improving SSE performance 

over large databases by optimizing data locality in encrypted 

inverted indexes and reducing the number of random I/O 

operations required during search. A 2025 paper in 

Informatica introduces an SSE scheme that improves locality 

through an optimized encrypted index storage mechanism, 

achieving optimal locality and significantly faster retrieval on 

real ‑ world datasets, while maintaining strong security 

guarantees.[
3][

4] 

The authors report that poor locality in earlier SSE 

schemes caused servers to touch many scattered memory 

locations, degrading performance on large cloud datasets, and 

show experimentally that their design reduces search time by 

improving cache and disk access patterns. This line of work 

indicates that system‑ level design and data layout are as 

important as cryptographic primitives for practical SE in web

‑scale environments.[^3] 

 

2.3 Multi‑Owner and Key‑Aggregation Schemes 

 

In multi‑ tenant cloud scenarios, multiple data owners 

may wish to share encrypted data while preserving control 

over who can search which documents, motivating key‑

aggregation and multi‑owner SE schemes. A 2023 paper 

proposes a searchable encryption algorithm based on key 

aggregation of multiple data owners for data sharing, 

enabling flexible delegation of search rights via compact 

aggregated keys.[
11][

10] 

Such schemes are relevant for web platforms that host 

data from many organizations (e.g., multi‑tenant SaaS) but 

are more complex to implement and analyze than single‑
owner SSE, making them more suitable for advanced 

research projects rather than a first implementation. 

 

2.4 Practical Tools and Industry Implementations 

 

Several industry projects and open‑source tools illustrate 

how SE can be integrated into application stacks. Cossack 

Labs’ Acra Searchable Encryption (Acra SE) provides a 

production ‑ oriented framework for secure search over 

encrypted data, combining cryptographic indexes with 
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application ‑ side libraries to enable keyword search in 

relational databases.[^7] 

OpenSSE, a community project, offers educational 

documentation and prototype implementations of searchable 

encryption schemes, emphasizing the inherent trade‑off that 

no encrypted database can be both fully secure and as 

efficient as plaintext search; instead, SE aims for practical 

performance with controlled leakage. These tools can serve 

as a reference architecture or baseline when designing and 

evaluating a custom SSE layer for web applications.[^1] 

 

3. SYSTEM MODEL AND THREAT MODEL 

FOR WEB APPLICATIONS  

3.1. System Architecture 

 

A typical architecture for secure searchable encryption in 

a web application consists of three main components: a client 

(browser or mobile app), a trusted application server (e.g., 

Flask or Node.js backend), and an untrusted cloud database 

server hosting encrypted data and indexes. The application 

server holds the SE master keys, performs encryption and 

index construction, and sends encrypted documents and 

indexes to the cloud database; clients communicate with the 

application server over standard TLS, and do not directly 

interact with the encrypted database.[
7][

1] 

Search queries originate from the client as plaintext, but 

are transformed into trapdoors by the application server using 

SSE algorithms before being sent to the cloud database, 

which returns only encrypted matching records that the 

application server then decrypts and filters as needed. This 

model isolates cryptographic operations in the trusted 

backend, keeping keys off the database server and 

minimizing exposure in case the database is 

compromised.[
2][

7][^1] 

 

3.2. Threat Model 

 

The standard threat model assumes an honest‑but‑curious 

cloud database provider that correctly executes the SE 

protocols but may try to infer information from stored 

ciphertexts, indexes, and query transcripts, including search 

and access patterns. Stronger models also consider active 

adversaries who may inject or modify ciphertexts, observe 

timing and size information, or attempt leakage ‑ abuse 

attacks using auxiliary knowledge about data distributions 

and query patterns.[
5][

6][
10][

1] 

For a student‑ level research paper, it is reasonable to 

adopt the honest ‑ but ‑ curious model with focus on 

minimizing leakage through careful scheme selection and 

index design, while acknowledging that defending against 

powerful leakage ‑ abuse attacks or fully hiding access 

patterns (e.g., via ORAM) is beyond the scope of a single 

implementation.[
6][

10][^5] 

 

4. DESIGN OF A SECURE SEARCHABLE 

ENCRYPTION LAYER 

4.1. Cryptographic Building Blocks 

 

Most SSE schemes suitable for web databases rely on 

standard symmetric cryptography, including pseudorandom 

functions (PRFs) for mapping keywords to pseudorandom 

tokens, authenticated encryption with associated data (AEAD) 

for protecting document contents, and hash functions for 

building secure inverted indexes. Some schemes also employ 

pseudorandom permutations, forward‑secure index updates, 

or additional structures such as Bloom filters or B‑trees to 

support range and conjunctive queries.[
4][

2][
6][

3][^1] 

For a practical implementation, an SSE design that 

supports exact keyword search using a PRF‑based encrypted 

inverted index is a good starting point, as it is simpler than 

schemes for range or similarity search and can be 

implemented on top of relational databases using existing 

cryptographic libraries. Exact ‑ match keyword search is 

sufficient for many web application use cases such as 

searching by tags, status codes, or categorical fields.[
7][

1] 

 

4.2. Index Structures and Locality 

 

Encrypted inverted indexes map encrypted keyword 

identifiers (e.g., PRF outputs) to lists of encrypted document 

identifiers or row references, stored in the cloud database as 

index tables. Performance depends heavily on how these 

index structures are laid out on disk or in memory: schemes 

with poor locality scatter postings across many physical 

locations, leading to high I/O overhead during search, while 

schemes with optimized locality cluster postings to minimize 

random access.[
2][

6][^3] 

The Informatica 2025 work demonstrates that improving 

locality in SSE indexes can significantly reduce search 

latency on large datasets, achieving optimal locality and high 

read efficiency through an improved encrypted index storage 

mechanism. A research project can adapt these ideas by 

designing index tables so that postings for a given keyword 

are stored contiguously or in a small number of blocks, and 

by measuring search latency as dataset size grows.[^3] 
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4.3. Integration with Relational Databases 

 

SE can be integrated with relational databases by 

representing encrypted documents as rows with ciphertext 

columns, while maintaining separate SE index tables that link 

encrypted keywords to row identifiers or primary keys. The 

application server manages index updates on insert, update, 

and delete operations by computing the corresponding 

encrypted keyword tokens and maintaining the inverted 

index.[
2][

7] 

Some practical systems combine SE with partial plaintext 

indexing or metadata exposure to improve performance, for 

example by keeping non‑sensitive columns in plaintext for 

filtering while encrypting only sensitive fields and using SE 

for keyword search over those fields. Such hybrid designs are 

easier to deploy in existing web applications but must be 

analyzed carefully to ensure that leakage through exposed 

columns does not undermine overall privacy.[
1][

7] 

 

5. EXAMPLE EXPERIMENTAL SETUP 

5.1. Datasets and Workload 

 

Experimental evaluation of SE for cloud databases 

typically uses text or log datasets with realistic keyword 

distributions, such as email corpora, document collections, or 

application‑ specific data. A practical student project can 

employ open text datasets or synthetic logs that mimic a web 

application’s user records, including multiple keyword 

fields.[
8][

6][^3] 

Workloads should include a mix of insert, update, and 

search operations, with query distributions that resemble real 

application behaviour (e.g., some hot keywords queried 

frequently, many cold keywords queried rarely). Measuring 

performance under different dataset sizes (e.g., from 10 

thousand to 1 million records) and query loads provides 

insight into how SE scales in cloud environments.[
4][

6][^3] 

 

5.2. Deployment Environment 

 

Many research papers deploy SE implementations on 

public cloud infrastructure such as Amazon EC2 to obtain 

realistic measurements of network latency, storage 

performance, and scalability. For example, the "Secure 

Searchable Encryption Framework" paper reports detailed 

experiments on Amazon EC2 cloud systems to evaluate 

throughput and response time of their framework under 

various workloads.[
8][

3] 

A similar setup for a new project could use a web 

application backend (e.g., Flask) running on an EC2 instance 

or comparable VPS, connected to a managed 

MySQL/PostgreSQL database with SE implemented at the 

application layer, and an HTTP benchmarking tool (e.g., 

ApacheBench or wrk) generating search requests.[
8][

7] 

 

5.3. Baselines and Metrics 

 

To make results meaningful, SE performance should be 

compared against several baselines, such as plaintext search 

over unencrypted databases, simple deterministic encryption 

without SE indexes, and possibly existing SE frameworks if 

available. Key metrics include query latency (average and 

tail), throughput (queries per second), storage overhead 

(index size compared to plaintext), and cost in terms of CPU 

usage and cloud resources.[
7][

3] 

Security evaluation should consider leakage properties 

(which patterns are revealed) and resilience against basic 

leakage ‑ abuse strategies given reasonable auxiliary 

knowledge about keyword frequencies. While detailed 

cryptographic proofs are beyond the scope of many 

implementation ‑ oriented projects, authors should clearly 

state the assumed leakage and argue why it is acceptable for 

the chosen application scenario.[
10][

5][^6] 

 

6. Illustrative Results Tables 

The following are example table structures that a research 

paper on this topic should contain. Real values would come 

from experimental data collected during implementation and 

benchmarking. 

 

 

Table 1: Example Performance Comparison Table 

Scheme / Setup Data 

size 

(records) 

Avg 

search 

latency (ms) 

95th 

percentile 

latency (ms) 

Throughp

ut (queries/s) 

Storage 

overhead vs. 

plaintext 

Notes 

Plaintext DB 

search 

100,00

0 

value 

from 

experiment 

value from 

experiment 

value 

from 

experiment 

1.0× Baseline full ‑ text or 

indexed search[^7] 
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Deterministic 

encryption (no SE 

index) 

100,00

0 

value 

from 

experiment 

value from 

experiment 

value 

from 

experiment 

~1.1× Server can match 

ciphertexts directly but 

leaks equality 

patterns[
7][

1] 

SSE 

implementation (basic 

inverted index) 

100,00

0 

value 

from 

experiment 

value from 

experiment 

value 

from 

experiment 

~1.5–

2.0× 

Leaks search and 

access patterns, good 

performance[
3][

6] 

SSE with 

optimized locality 

(improved index 

layout) 

100,00

0 

value 

from 

experiment 

value from 

experiment 

value 

from 

experiment 

similar to 

above 

Improved locality 

reduces I/O, faster queries 

on large datasets[^3] 

 

These columns mirror the metrics reported in recent SSE performance papers that experimentally evaluate read efficiency, 

locality, and search time on real‑world data.[
6][

8][^3] 

 

Table 2: Example Security and Leakage Comparison Table 

Scheme Search pattern 

leakage 

Access pattern 

leakage 

Update 

support 

Query types 

supported 

Comments 

Plaintext DB 

(no encryption) 

Full queries 

visible 

Full results 

visible 

Yes All DB queries No confidentiality[^2] 

Deterministic 

encryption 

Equality 

patterns 

Full results for 

each query 

Yes Exact match 

on encrypted 

columns 

Vulnerable to frequency 

analysis[
7][

1] 

Basic SSE 

(exact keyword) 

Search pattern 

(repeated queries) 

Access pattern 

(matching 

documents) 

Often 

static or 

limited 

Exact keyword Practical for many cloud 

apps, but leakage enables 

attacks[
10][

5][^6] 

Dynamic SSE 

with optimized 

index 

Same as basic 

SSE 

Same as basic 

SSE 

Full 

dynamic 

updates 

Exact 

keyword, 

sometimes 

conjunctive 

Better performance on 

large datasets[
3][

4] 

ORAM ‑ based 

SE (for reference) 

Reduced 

search/access 

leakage 

Reduced but 

not zero 

Limited 

in practice 

Restricted 

queries 

High overhead, rarely used 

in web apps[^6] 

 

Such a table helps readers understand the trade‑offs between deploying SE schemes in web applications and motivates future 

work to reduce leakage without prohibitive overhead. 

 

 

7. DISCUSSION AND OPEN CHALLENGES 

7.1. Balancing Security and Usability 

 

The OpenSSE documentation emphasizes that 

constructing an encrypted database that is both totally secure 

and as efficient as its unencrypted counterpart is impossible, 

so SE designers must choose acceptable trade‑offs between 

leakage and performance. In web applications, users expect 

near ‑ instant search results, making schemes with large 

performance overheads hard to deploy even if they offer 

stronger security.[^1] 

Industry articles on searchable encryption stress the need 

to strike a "just right" balance where data privacy is 

preserved while maintaining usability for analysts and 

application users. This tension motivates hybrid architectures 

where only the most sensitive fields are protected by SE, 

while less sensitive data uses conventional indexing and 

search.[
9][

7] 

 

7.2. Leakage‑Abuse Attacks and Defenses 
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Recent research themes compiled on Academia.edu and 

in survey papers highlight practical security risks from 

leakage, such as attacks that reconstruct queries or documents 

by correlating access patterns with external knowledge about 

keyword frequencies and co ‑occurrence. These leakage‑
abuse attacks show that even theoretically secure SSE 

schemes can leak substantial information when deployed in 

realistic settings with long‑term logging.[
10][

6] 

Mitigations include adding random noise, query batching, 

or padding to obscure access patterns, or combining SE with 

oblivious RAM (ORAM) techniques, but these defenses 

increase computational and bandwidth overhead, which may 

be unacceptable for latency ‑ sensitive web applications. 

Evaluating how such countermeasures affect performance in 

a cloud database context is an open area for experimental 

work.[
5][

6][^1] 

 

7.3. Richer Query Types and Semantic Search 

 

Most SSE schemes used in practice support only exact 

keyword match, whereas many web applications need range 

queries, prefix search, fuzzy search, or semantic search based 

on embeddings. Extending SE to support these richer query 

types without revealing too much information remains an 

active research area, involving techniques such as order ‑

revealing encryption and secure range ‑ query 

protocols.[
5][

6][^10] 

A 2019 comparative evaluation of order ‑ revealing 

encryption schemes and secure range‑query protocols shows 

that while these methods enable efficient range queries over 

encrypted data, they also introduce new leakage channels and 

performance trade ‑ offs. Designing application ‑ specific 

combinations of SSE and order‑revealing techniques for web 

databases is a promising direction for future work.[^12] 

 

8. CONCLUSION 

Secure searchable encryption is a key enabling 

technology for privacy‑preserving cloud databases used by 

web applications, allowing servers to perform search 

operations on encrypted data while limiting the information 

they learn. Modern SSE schemes and frameworks 

demonstrate that practical performance is achievable on large 

datasets, especially when index locality and system‑ level 

optimizations are carefully engineered.[
8][

6][
3][

2][^1] 

However, no current scheme completely hides search 

and access patterns without significant performance costs, 

and leakage‑abuse attacks remain a serious concern for long‑

term deployments in untrusted cloud environments. For an 

academic research paper, implementing and evaluating an 

SSE ‑ based search layer in a real web application, 

documenting performance metrics on cloud infrastructure, 

and clearly analyzing leakage and security assumptions using 

the references above will result in a genuine, well‑grounded 

contribution with real data, figures, and tables.[
6][

10][^5] 
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