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Abstract: An absolute solution to selective jamming would be the encryption of transmitted 

packets with a static key. This is the encryption of packets with packet header. For broadcast 

communication the static decryption key must be known to all intended receivers. So it is more 

secure. The open nature of wireless network makes it vulnerable to international interference 

attacks, commonly referred to as jamming. This jamming with wireless transmission can be 

used as a launch pad for mounting Denial-of –Service attacks on wireless network. The 

jamming has been addressed under an external threat model. The adversaries with internal 

knowledge of protocol specification and network secrets can launch low effort jamming attacks 

that are difficult to detect and counter. 

Keywords: Jamming Attack, Denial of Service, Wireless Transmission, Wireless Network 

Security, External Threat Model. 

1. Introduction 

Jamming or dropping attacks have been considered under an external threat model, in which 

the attacker is not a part of the network. Under this model, jamming methods include the 

continuous or random transmission of high-power interference signals and attackers can launch 

low-effort jamming attacks that are difficult to detect and counter. In these attacks, the jammer 

is active only for a short period of time, selectively aiming messages of high importance. 

Selective jamming attacks can be launched by performing real-time packet classification at the 

physical layer. To perform selective jamming, the adversary must be capable of classifying 

transmitted packets and corrupting them before the end of their transmission. Packet 

classification is done by receiving just a few bytes of a packet. To launch selective jamming 

attacks, the jammer must be capable of implementing a classify-then-jam policy before the 

completion of a wireless transmission. Such method can be actualized by classifying 

transmitted packets using protocol semantics. 

Jamming attacks are much harder to counter and face more security problems. In the simplest 

form of jamming, the jammer interferes with the reception of messages by transmitting a 

continuous jamming signal. 

2. Existing Approach 

In the Existing Method for preventing the selective jamming attacks in wireless Network the 

packet hiding scheme has been mapped with swarm based protection mechanism (SWPM), 
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which is based on swarm intelligence (SI). In SWPM the transmitter and receiver changes 

channels in order to stay away from the jammer, this is called Channel Changing Technique. 

The jammer remains on a single channel changing to disrupt any fragment that may be 

transmitted in the pulse jamming technique. Using the Swarm based protection technique; the 

forward agent would be unicast or broadcast at each node depending on the availability of the 

channel data for end of the channel. If the channel data is available, the agents randomly choose 

the next hope. As the checked agents reaches the source, the data collected is checked which 

channel there is prevalence of attacker long time and that are omitted. At the same time the 

forward agents are sent through other channels which are not detected before for attacks. Using 

the packet fragmentation the packets are broken into the fragments and transmitted separately 

on different channels with different SFD. If the fragments are short, the attacker‟s jamming 

message doesn‟t start till transmitter has finished transmitting and hopped to another channel. 

In future a pre emptive detection policy using honey nodes and a response mechanism based 

on the existing channel surfing algorithm is used to protect wireless nodes from jammer. Where 

Honey Nodes create dummy communication at a frequency close to the actual frequency of 

operation, so that real nodes can jump to another frequency even adversary starts scanning that 

frequency. 

3. Problem Statement 

The broadcast communications are particularly vulnerable under an internal threat model 

because all intended receivers must be aware of the secrets used to protect transmissions. The 

wireless medium is open in nature. This makes vulnerable to intentional interference attacks, 

commonly referred to as jamming attacks. Any person with a transceiver can eavesdrop on 

wireless transmissions, can inject spurious messages, or can jam legitimate ones. Therefore 

compromise of a single receiver is sufficient to reveal relevant cryptographic information. 

4. Proposed Methodology 

An absolute solution to selective jamming would be the encryption of transmitted packets with 

a static key. For broadcast communications the static decryption key must be known to all 

intended receivers. So it is more secure. The proposed schemes are as follows: 

4.1 Real Time Packet Classification 

At the Physical layer, first a packet m is encoded, second interleaved, and then modulated 

before it is transmitted over the wireless channel. At the receiver end, it is demodulated, de-

interleaved and decoded to recover the original packet m. Two nodes A and B communicate 

via a wireless link. In the communication range of A and B there is a jamming node J. 

4.2 A Strong Hiding Commitment Scheme 

A strong hiding commitment scheme, it is based on the concept of symmetric cryptography. 

Let us assume that the sender has a packet for Receiver. First S constructs commit (message) 

the commitment function is an off-the-shelf symmetric encryption algorithm is a publicly 

known permutation and k is a randomly selected key of some desired key length s, where the 

length of k is a security parameter. To recover d any receiver must receive and decode the last 
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symbols of the transmitted packet thus preventing early disclosure of d. When Node A 

transmits a packet m to Node B, then node J classifies m by receiving only the first few bytes 

of m. Node J then corrupts m beyond recovery by interfering with its reception at B. 

4.3 Cryptographic Puzzle Hiding Scheme 

A sender S has a packet m for transmission. The sender selects a key k randomly of a desired 

length. Then S generates a puzzle (key, time), where function puzzle () denotes the puzzle 

generator function, and function (t p) denotes the time required for the solution of the puzzle. 

After generating the puzzle P, the sender broadcasts (C, P). Where C is encrypted message. At 

the receiver side any receiver R solves the received puzzle to recover key and then computes 

the decryption to get the m. 

4.4 All or Nothing Transformation 

A transformation f, which is mapping message m= (m1…..mx) to a sequence of pseudo 

messages m 1 = (m1 1…..mx 1) is an all or nothing AONT if following properties are satisfied. 

Where f is a bi-jection (Function).It is computationally infeasible to obtain any part of the 

original plaintext, if one of the pseudo (Fake) messages is unknown, and f and its inverse are 

efficiently computable. Packets are preprocessed by an AONT before transmission but remain 

unencrypted. The jammer cannot perform packet classification until all pseudo messages 

corresponding to the original packet have been received and the inverse transformation has 

been applied. 

5. Comparison Parameters 

i. Packet Delivery Ratio : 

Packet Delivery Ratio = Total Delivered Packets/ Total Sent Packets 

ii. Packet Drop Ratio : 

Packet Drop Ratio = Total Drop Packets/Total Sent Packets 

iii. Network Throughput : 

N/w Throughput = No. Of Data Packets Received/Time Slot 

iv. End To End Delay : 

D(end to end) = N[ D(trans) + D(prop) + D(proc) ] v. Execution Time : Total Time taken to 

Execute a Process 

vi. Accuracy : Accuracy is Inversely Proportional to the Data Loss 

These all six parameters represents to Successful Transmission Ratio, which is directly 

proportional to successful Prevention Ratio. 

6. Comparison Parameters 

To insert “Tables” or “Figures”, please paste the data as stated below. All tables and figures 

must be given sequential numbers (1, 2, 3, etc.) and have a caption placed below the figure 

(“Fig Caption”) or above the table(“Fig Table”) being described, using 8pt font and please 

make use of the specified style “caption” from the drop-down menu of style categories 

Table 1: Comparison Parameter 
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S No. Parameters Proposed 

Method 

Existing 

Method 

1 Packet 

Delivery 

Ratio 

Greater Less 

2 Packet 

Drop 

Ratio 

Less Greater 

3 Network 

Throughput 

Greater Less 

4 End To End 

Delay 

Less Greater 

5 Execution 

Time 

90 Sec 120 Sec 

6 Accuracy 80% 70% 

 

7. Graphs 

 
30 40 50 

Proposed Method Existing Method 

Fig. 1: Packet delivery Ratio 

In “Fig. 1,” Packet Delivery Ratio represents the packets that are successfully delivered to a 

destination compared to the number of packets that have been sent out by the sender. We have 

calculated this Ratio here Three Times (30, 40, 50 Packets). Every time the PDR Ratio of 

Proposed Method is greater than Existing Method 

 
Fig. 2: Packet delivery Ratio 

In “Fig. 2,” Packet Drop Ratio represents the ratio of packets that are not successfully delivered 

to a destination compared to the number of packets that have been sent out by the sender. We 
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have calculated this Ratio here Three Times (10, 20, 30 Packets). Every time the PDR Ratio of 

Proposed Method is less than Existing Method. 

 
Fig. 3: Network Throughput 

In “Fig. 3,” Network throughput represents the rate of successful message delivery over a 

communication channel with respect to Time. We have calculated this Ratio here Three Times 

(5, 10, 15 Sec). Every time the Network Throughput of Proposed Method is Greater than 

Existing Method. 

 
Fig. 4: End To End Delay 

In “Fig. 4,” End to End Delay represents the average time taken by a data packet to arrive in 

the destination. We have calculated End to End Delay three times (1, 2, 3 packets). Every time 

the End to End Delay of Proposed Method is less than Existing Method. 

 
Fig. 5: Execution Time 

In “Fig. 5,” Execution Time represents here total time (in sec) is taken to execute the particular 

method. Here Execution Time is 90 Seconds for Proposed Method and 120 Seconds for 

Existing Method. 
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Fig. 6: Accuracy 

In “Fig. 6,” Accuracy represents here is quality of Method which is based on previous 5 

parameters. Here Privacy is 80% for Proposed Method and 70% for Existing Method. 

8. Conclusions 

In this thesis, we have proposed a cryptography based techniques to prevent the selective 

jamming Attacks for True Communication in wireless network. It will be more secure because 

it is based on the concept of static key, which will be used to encrypt the transmitted packets. 

We showed that the jammer can classify transmitted packets in real time by decoding the first 

few bits of an ongoing transmission. We evaluated the impact of selective +protocol. Our 

research shows that selective jammer can significantly impact performance with very low 

effort. We developed four algorithms that transform a selective jammer to a random one by 

preventing real time packet classification. Our schemes combine cryptographic primitives such 

as commitment scheme, cryptographic puzzles and all or nothing transformation with physical 

layer attributes. We analyzed the security of our four schemes based on six parameters 

represents Successful Transmission Ratio. We analyzed the overall successful prevention 

ration which is directly proportional to successful transmission ratio. 

9. Future Work 

In future proposed method can be improved and implemented on ad hoc Network. Also 

„Elliptic Curve Cryptography‟ can be used for more security, That is a approach to approach 

to public key cryptography, based on algebraic structure of Elliptic Curves over the finite 

field 
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